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103.18 Kako ga 3ano4yHam co KopucTere Ha G3 cepTudmkat nsgageH og KMBC Ha PKI TokeH? B.5.0

1. HameHa

OBa ynaTcTBO € HAMEHETO 33 KOPUCHULMTE Ha KBanduKysaHu cepTudukatu o reHepauuja 3 (G3) 3a
Kpeuparbe Ha KBanndukyBaH enekTpoHckm notnumc: Verba Sign PKI token n Verba Sign Pro PKI token,
KaKo M 3a KBaanduKyBaH enekTpoHckm nedvat Verba Seal PKI token.

Bo HeKoja o4, noKanHUTe pernctpaumnoHmn KaHuenapum (/1PK), Bo peructpaumoHata KaHuenapuja (PK),
WAW Kaj 3acTanHuK Ha M3gasadoT Ha cepTtudmKkatn KUBC (KUBC UC), ceptnudukatoT og reHepaumja G3
€ WHcTanupaH Ha PKI TOKeH, BO NMPUCYCTBO Ha KOPUCHWMKOT, cO nomow Ha codpTBep 3a b6es3beaHo
ynpaByBake CO CEPTUPUKATU.

OBoj codTBEp rapaHTUpa AeKa NPUBATHMOT KNy4Y € CMeCcTeH eauHCTBEHO Ha PKI ToKkeHOT Koj ce npeaasa
Ha KOPUCHWKOT.

KopucHuumte 8o JIPK/PK/3actanHuK ro gobusaat PKI ToKeHOT co BeKe MHCTannpaH ceptudukar, a PIN-
OT 3a npucTan ro fobuBaaT Ha cBojaTa e-mail agpeca.

KopurcHUKOT camo Tpeba fa MHCTanmpa nocpeaHnykn copTBep Ha KOMMjyTepPOT Kaae Ke ro kopuctu PKI
TOKEHOT.

JednHnunu:
PK = peructpaumoHaTa KaHuenapuja
NPK = noKanHa perncrpaumoHaTa KaHuenapuja
3acTanHUK = I0KaNHa perncTpaLmMoHaTa KaHuenapmja co noman obem
QSCD = KBanndMKyBaHO CPEACTBO 33 €/IEKTPOHCKM NOTNMC.
PKI TOKeH e 3aeHMYKO MMe 3a TOKEH Ha KOj e n3aaseH cepTuduKaToT:
- Gemalto IDPrime MD 840 PKI TokeH (QSCD);
- Gemalto IDPrime MD 940 PKI TokeH (QSCD);
- SafeNet 5110 (QSCD).
JNlnuctata Ha moaenu Ha PKI ToKeH He e KOHeYHa, Taa Ke ce MeHyBa COr1IacHO YC/I0BUTE HA Na3aporT.

3a cuTe oBME TMNOBM Ha TOKEHU Ce KOPUCTM UCT codTBEp 3a NoAApLIKa.

2. KakKo ga nHctanampam nocpeaHuuku copteep 3a Kopuctere Ha PKI TokeH?

2.1 Bosep

3a ga 3ano4YyHeTe CO KOpUCTere Ha cepTUPUKATOT usgaseH Ha PKI TokeH, notpebHo e ga ro
WHCTA/IMpaTe crneuunjanHo KpenpaHMoT nocpeaHnykun copteep SafeNet Authentication client (SAC
Client).

Mpea Aa 3ano4YHeTe CO MHCTanNauMja Ha NocpeaHNYKMoT codteep, NOTpebHO e Aa rm npesemete
CneaHUTe YeKopwu:

1. OrtcTpaHeTe rn cmTe TOKeHU og, USB nopTuTe Ha BalLMOT KOMMjyTep;

2. [OewnHctanupajte ro IDGo800 Minidriver u PKCS11 6ubnnoTtekaTta, AOKOAKY BeKke bune
WHCTaNMpaHu (Mam noctapu Bep3vu Ha gpajsepu);

3. [OewunHcranupajte ro SafeNet Authentication Client (SAC Client), gokonky wumate
WHCTaNMpPaHO;
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4. PectapTmpajTe ro KOMmnjytepor;
5. WHcTtanupajte ro SafeNet Authentication Client (SAC Client), cnopea noctankaTa onuilaHa
BO NPOAOJIKEHME;
6. PecrapTupajte ro KomnjyTepor.
MocpegHuukmoT codteep (SafeNet Authentication Client) moxkete ga ro npesemere of
JINHKOBMUTE:

3a x86-based PC, 3a 32-6UTeH onepaTUBEH CUCTEM:

https://www.kibstrust.mk/Storage/Support/Software/KIBSTrust-SAC-x32-10.9-R1.msi

3a x64-based PC, 3a 64-6uTeH onepaTMBeH CUCTEM:
https://www.kibstrust.mk/Storage/Support/Software/KIBSTrust-SAC-x64-10.9-R1.msi

3abeneuwkKa:

OBOj MaKeT ja 3ameHyBa noTpebata Aa ce WHCTanupaaT nocebHo muHuapajsep u PKCS11
6ubnnoTeka. 3apan NoaaplUIKa HA HEKOW KOPUCHWYKM anauvKaumu (Kako Ha Npumep HeKowu
anavkauuu oa YJM), oBune noctapm nocpesHUYKM coPpTBEPU CeyLITE MOXKE Aa Ce HajAaaT Ha HalMoT
Beb noptan: https://www.kibstrust.com/softver-drajveri.nspx :

1. TMocTapuTe BEP3UM HAa MUHUAPAjBEPU, MOXKETE Aa MM NnpesemeTe o cekumjata CoprBep m
Apajsepum, genot “MunHugpajsepu 3a Gemalto IDPrime (.NET u MD) PKI TokeHn”

2. MocrtapuTte Bep3umn Ha PKCS11 6ubnnoteKkata, moxeTe Aa ja NnpesemeTe o/, ceKkumjaTta
CodrBep 1 gpajsepu, genoT “PKCS#11 bubnuoteku 3a Gemalto ID Prime (.NET u MD) PKI
TOKeHun” .

3a na n3bepeTe cooABETHA BEpP3Mja Ha NOCPeSHNYKM codTBEP, MPOBEPETE ja BEpP3UjaTa HA BAWUMOT
onepatUBHMOT cuctem (32 unu 64-6UTeH), CO KAMKHyBakbe Ha Start->Programs->Accessories-
>System Tools->System Information.

Bo aenot OS name, MoXe 4a ce UcYMTa Bep3unjaTa Ha ONepaTUBHUOT CUCTEM.
Bo agenot System Type ce Haofa eaHa o4, cneaHuTe nHbopMaLmK:

- x86-based PC, 3a 32-6uTeH onepaTnBeH cUCTEM
- x64-based PC, 3a 64-6UTeH onepaTUBEH CUCTEM

3abenewka: MocpeaHnykn codpteep 3a PKI TokeHn 3a MAC m Linux onepaTMBeH cUCTEM, MOXKe A3
rM HajaeTe BO coofBeTHa cekumja oa https://www.kibstrust.com/softver-drajveri.nspx.

[ OKONKY MMaTe A0NONHUTE/IHM Npallakba, ucnpatete menn nopaka Ao helpdesk@kibstrust.com.

2.2 WHctanaumja Ha nocpeaHuuku copteep Ha Windows onepaTtuseH cucrem

Mopap»kaHm Windows onepatueHu cuctemm 3a SafeNet Authentication client sep3uja 10.9 R1 ce:
- Windows 11 (64-bit), Windows 10 (32-bit, 64-bit);

- Windows Server 2022 (64 bit), Windows Server 2019 (64 bit), Windows Server 2016 (64 bit),
Windows Server 2012 1 2012 R2 (64-bit).

MHcTanaumjata Ha codTBepoT € efHOCTaBHA, CaMO CO Clefere Ha eKpaHuTe U npudakarbe Ha
npeaeduHMpaHn BpeaHocTU. WHcTanaumjata 3anoyHyBa CO  [ABOEH K/AWK Ha COOABETHWMOT
WHCTanaumckm dajn, og NoKaumja Kage ro MMmaTe 3a4yBaHO, MPU LITO Ce OTBapa MPO30peL, Kako Ha
Cnuka 1. Ogbepete ro konyeto Next.
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20 SafeMet Authentication Client 10.9 R1 End User Setup X

Welcome to the SafeNet Authentication
THALES Client 10.9 R1 End User Installation Wizard

The Setup wizard will install SafeMNet Authentication
Client 10.9 R1 End User on your computer. To
continue, click Next.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

< Back l MNext = I Cancel

Cnuka 1

Ha cnegHunoT npo3opel, ro octasaTe nped aeduHMpaHnoT jasuK — English, He ro cenektupajte “Use the
existing configuration settings”, a notoa onbepete Next (Cnuvka 2):

A SafeNet Authentication Client 10.9 R1 Enc X
Interface Language
Select the interface language. T H A L- E 5

Select the SafeMet Authentication Client 10.9 R1 End User interface language:
English w

Setup has detected existing configuration settings
@se the existing configuration settings

InstallShield

< Back Mext = Cancel

Cnuka 2

Bo cneaHuoT yekop, n3bepete “I accept the terms in the license agreement” (Cnuka 3) u oabepete
Next:

2B SafeMet Authentication Client 10.9 R1 End User Setup *
License Agreement

Please read the following license agreement carefully. THALES

THALES SOFTWARE LICENSE TERMS
SafeNet Authentication Client

Legal notice:

Thales software is not sold; rather, copies of Thales software are licensed
all the way through the distribution channel to the end user. UNLESS YOU
HAVE ANOTHER AGREEMENT DIRECTLY WITH THALES THAT CONTROLS AND
ALTERS YO TIOMN OF THE THALES SOFTWARE. THE

© | accept the license agreement

0 not acce e license agreement

InstallShield

< Back Cancel

Cnuka 3
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Ce nojaByBa npo3opeL, Kako Ha Cauka 4, Bo Koj Tpeba Aa ja HaBeAeTe fioKaumjaTa Kage WTo Ke buae
MHcTanupaH codTeepoT. Ce npenopavyBa Aa ce octaBu nped geduHMpaHaTa naTeka. Motoa, nsbepete

Next:

A SafeNet Authentication Client 10.9 R1 End User Setup

Destination Folder

Click Mext to install to this folder, or click Change to THALES

install to a different folder.

[:7 Install SafeMet Authentication Client 10.9 R1 End User to:

C:\Program Files\SafeMNet\Authentication\ Change...

InstallShield

< Back | Cancel

Chuka 4

Ha cnegHuot npo3opeu, Chmka 5, KankHeTe Ha KondeTo Install:

A SafeMet Authentication Client 10.9 R1 End User

THALES

The wizard i1s ready to begin installation.

Click Install to begin the installation

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

InstallShicld

< Back % Install | Cancel

Cnuka 5

MoyekKajTe Aoaeka codpTBEPOT Ce MHCTaNMpPa Kako Ha Canka 6:

"M SafeNet Authentication Client 10.9 R1 End User Setup = =

Installing SafeNet Authentication Client 10.9 R1 End User

THALES

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs SafeMet
Authentication Client 10.9 R1 End User. This may take sever...

Status:
Validating install...

Installshield

< Back Mext =

Cnuka 6
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Kora Ke 3aBpLwu MHcTanaumjata, usbeperte Finish (Cnuka 7).

A SafeNet Authentication Client 10.9 R1 End User Setup

SafeNet Authentication Client
THALES  409R1End User has been
. successfully installed.

Click Finish to exit Setup.

< Back Cancel

Cnuka 7

JlOKONKy ce nojaBu nopaka Kako Ha CnunKa 8, pectapTupajte ro komnjytepot!

i

‘You must restart your system for the configuration changes made
to SafeNet Authentication Client 10.9 R1 End Userto take effect.
Click *Yes to restart now or No if you plan to restart manually later.

Cnuka 8

BAXHO: lMocTanKka 3a WMHCTanauMja Ha nocpegHMYKkM codpTBep onullaHa Bo TouKa 2.2 Tpeba ga ce
NMoBTOPU COOABETHO HAa CEKOj KOMMjyTep Ha KOjWTO cakaTe Aa ro Kopuctute ceptudumkaTtoT Ha PKI
TOKEH.

3. [MpoBepKa Ha coapunHa Ha PKI TokeH

Mo uHcTanaumjata Ha SAC nocpedHUYKMOT codTBEpP, BO AONHMOT AeceH aron, Ke ja 3abenesxkute

==

! ]
MKoHaTa “* . Kora Ke ce npuKkayumn PKI TOKeH Ha KOMNjyTepoT, MKOHATa ce MeHyBa M Ao6vBa NOCUIHA

. |z_,""_'|:|
upBeHa b6oja: *+
Co geceH KWK Ha OBaa MKOHA, Kako Ha CimKa 9, moxe fa ce BMAaT cnegHuTte nHdopmaumm 3a PKI
TOKEHOT:

Tools

About

Certificate Information

Exit

Chuka 9

[okonky nsbeperte , Certificate Information”, ke nobuete npukas Kako Ha Cnmka 10.
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';5;' Token Certificate Information: VIOLETA BLAZHEVSKA MIOVSKA >

] THALES

-

3 KIBSTrUSt SafeNet Authentication Client
Type lssued To Status Senal Number Cortainer nam
@'CC Isidora Martinovska Valid 2053833C6F66...  p11H54cd58d
Elca KIBSTrust Root CA G2 Valid 487BB41CETS...

Elca KIBS Trust lssuing Gseal CA G3 Valid 6BEDBD2859...
Elca KIBSTrust Issuing Gsig CA G3 Valid TEEBB0BCEDE..
Log On Close
Cnuka 10

Moa tvn ,,CC“, ce ncuntyBa cepTMOUKaTOT Ha KOPUCHUKOT.
Moa tvn ,,CA“, ce ucunTyBaaT KOpeHCKUTE cepTMMKATU Ha N34aBaYOT.
Co [ABOEH KUK, MOKe Aa MM ucunTaTte ceptuduKaTuTe 1 4a rv NpoBepUTE HUBHUTE KapaKTEPUCTUKMN.

Opa Cnunka 9, aoKonky ja usbepete onumnjata Tools (Cnnka 11), Ke ce oTBOpM Npo3opeL, Kako Ha Cinka
12, Ha KOj o4 neBaTa CTpaHaTa MoXe Aa ro Buaute umeto Ha PKI TokeHoT.

l Tools I

About

Certificate Information

Exit

Cnuka 11

S SafeNet Authentication Client Tocls Tl X

THALES

"ll : KIBSTrUSt SafeNet Authentication Client

@0i?e
tsidora Martinovska / P Yo
L

Q View Taken o

Cnuka 12

[OKo/IKy caKaTe Aa ro npomeHuTe nmeTto Ha PKI TokeHoT, usbepete Rename Token (Cnuka 13):
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(®) safeNet Authentication Client Tools - x

* KI B T t SafeNet Rulh;:t::aﬁtrlrcfei
rus

@012

o]/ L=

p View Token kfo

Cnuka 13

Bo HapeaHWOT npo3opeL, BHeceTe ro KopucHmMUkmMoT PIN, Koj e ncnpateH Ha BawaTta e-mail agpeca
(Cnuka 14):

§ Token Logon =
5 THALES
g KlBSTI’USt SafeNet Authentication Client |

Enterthe Token PIN

Token Name: lsidora Martinovska

Token PIN:

Current Language: EN

Cnuka 14

MoToa BHeceTo ro HoBOTO MMe Ha PKI TokeHOT u kKnnkHeTe OK (Cnumka 15):

§ Token Rename Xt
g THALES
! KlBSTI’_USt SafeNet Authentication Client |
New token name: Isidora Martinovska Token

Current Language: EN

Lse this name to identify your token.

OK Cancel

Cnuka 15

Mo HanpaBeHaTa NpoMeHa, Ke ro 3abenexkuTte HoBoTo MMe Ha PKI TokeHoT (Cnnka 16):
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THALES

L ) KI BSTFU St SafeNet Authentication Client

201?28

‘ Rename Token ‘

Isidora Martinovska Token
A\ g

View Token Info

Cnuka 16

4. lNpomeHa Ha KopucHu4ku PIN

KopucHuumTe ro nobusaat PIN-0T 3a npucTan Ha cBojaTta e-mail aapeca.

JOKO/IKy cakaTe fia ro npomeHuTe KopucHnYkmnot PIN Ha BalumoT PKI TokeH, Be monMme obpaTeTe ce
B0 PK//IPK/3actanHuK Ha U3pasayoT Ha ceptudukatn KUBC nam nuwete e-mail nopaka Ha agpecara:
helpdesk@kibstrust.com.

5. [Oanu ceptudpukaror og mojot PKI ToKeH ce npukaxKysa Bo Google Chrome?

5.1 TpoBepka ganu ceptudpumkaToT ce npukaxkysa o Google Chrome

PKI TokeHOT Tpeba ga 6uae NpUKAyYeH BO KOMMyTEPOT Kage LWTO e MHCTaAupaH nocpegHUYKnoT
codTBEpP, COrNacHo Touka 2.2 of oBa ynaTcTBo.

OTBoOpeTe ro npennctysadot Google Chrome u ogbepete Settings (Cnvka 17):

3-0000-0ff1-ce00-00000... ¥ 3 2
&  Set Chrome as your default browser

New tab Ctrl+T

.

[wir|

New window Ctrl+N

»

New Incognito window Ctrl+Shift=N

Person 1 Not signed in >

]

% Passwords and autofill >

c]

History >
Downloads Ctrl+)

Bookmarks and lists >

I

Tab groups >

Extensions >

=

Delete browsing data. Ctrl+Shift+ Del

»

Zoom - 100% +

S Print.. Ctrl+P
Search with Google Lens

% Tenslate..

[@  Find and edit >
[} Cast save, and share >

& More taok >

Help >

8 Bt

Cnuka 17

8/17


mailto:helpdesk@kibstrust.com

103.18 Kako ga 3ano4yHam co KopucTere Ha G3 cepTudmkat nsgageH og KMBC Ha PKI TokeH? B.5.0

Oa meHuTo Privacy and Security, oabepete Security (Civka 18):

@ Setti ngs Q search settings

G Youand Google B3 vour browser is managed by your organization

@o  Autofill and passwords Safety Check

Chrome regularly checks to make sure your browser has the safest settings.
@ Srmersn ’ | ooy crc

Welllet you know if anything needs your review.

(@ Performance
@  Appearance Privacy and security
Search engi
G search engine Delete browsing data
B pte his ki he, and '
O Default browser elete history, cookies, cache, and more
() Onstartup ® Third-party cookies

Third-party cookies are blocked in Incognito mode

A Languages

Ad privacy
& ; y »
Customize the info used by sites to show you ads
L Downloads
. Security
ibi | I »

T Accessibility & Safe Browsing (protection from dangerous sites) and other security settings
9, System

o- Site settings )
& Resst settings ~°  Controls what information sites can use and show (location, camera, pop-ups, and more)

Cnuka 18

Bo cneaHuoT npo3opel, ogbepete Manage certificates (Cnvka 19):

Secure connections

Always use secure connections -
For sites that don‘t support secure connections, get warned before visiting the site —
Advanced

Use secure DNS

This setting is disabled on managed browsers

Manage V8 security N
Turn on additional protection in Chrome's JavaScript and WebAssembly engine

Manage phones '
Control which phones you use as security keys

Manage certificates 2
Manage HTTPS/SSL certificates and settings

Google Advanced Protection Program

Provides Google's strongest account security for people at risk of targeted attacks

Cnuka 19

Op, Your certificates ako ogbepete View Imported Certificates from Windows (Cnvka 20) moxke aa ja
BMAUTE NncTaTa Ha ceptudumkaTtn og Windows Certificate Store Ha BallMOT KomnjyTep, a BO iucTaTa ce
rnena ceptudukaTot og PKI TokeHoT (Cnnka 21):

@ Certificate Manager
O Local certificates Your certificates
= Client certificates are certificates that identify you to other servers.
&  Chrome Root Store Windows
Ew imported certificates from Wmdo\g »
Manage imported certificates from Windows 2]

Cnuka 20
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& Client certificates from platform

a7819f2c-3c2c-47af-8b1c-2d295a966173 6a0533838f1c78862668a01c36967ec28... Q) (o]
Isidora Martinovska Prime 3e91f1d2913520ffc34€91b5048e82de9... Q) (o]

KIBS KIBSAdapterTest 1a02¢f85394ed35d523c805f51244038... D) ®

| Isidora Martinovska 955d3e1db56847942a0ac458c109e25... [[) ° I

Company 80cf31c73f49a0be010769758625d7dc9... D) (o]

ISiXXVII TestAdvXIl 4{03c9486ac561e127bf64e3222610367f... [0} (o]

Isitest Martinovska 0dc1e845008e0c2790a237dc4ec543d2... Q) [od

ImeAdv PrezimeAdv 9dc48b980d15948a721461ac0ab7a057... D) (o]
Cnuka 21

5.2 Kako ga uHcTtanmpam KopeHcku ceptudukatu Bo Google Chrome?

KopeHckuTe cepTudmKati Ha nsgasaydot KIBSTrust morkeTe aa rn npesemete o cekunjata KopeHcku
ceptTMdUKaTH 04 cneaHMoT nMHK: https://www.kibstrust.com/mk-MK/Home/Support/.
— [JoKonKy BaWwmMoOT cepTUOUKAT e M3gafeH o reHepaumja G2, npesemeTe r'm KopeHcknoT (Root)
ceptndumrat KIBSTrust Root CA G2 u nsgasaukute (Issuing) ceptudumratu: KIBSTrust Issuing
Qsig CA G2 n KIBSTrust Issuing Qseal CA G2. latoTekuTe rootg2.crt, CA-qSig-G2.crt n CA-gSeal-
G2.crt 3auyBajTe r'M JIOKA/IHO Ha BaWKMOT KOMNjyTep.
— [JoKonKy BaWMOT cepTUUKAT e U3gaaeH o reHepaumja G3, npesemeTe r'm KopeHcknoT (Root)
ceptudumkat KIBSTrust Root CA G2 u nspasaukute (Issuing) ceptuduratu: KIBSTrust Issuing
Qsig CA G3 u KIBSTrust Issuing Qseal CA G3. [datoTekuTe rootg2.crt,
KIBSTrustlssuingQsigCAG3.crt n KIBSTrustlssuingQsealCAG3.crt 3a4yBajTe M J0KanHO Ha
BaLLMOT KOMMjyTep.

MNojacHyBarbe: MN3pgaBauoT Ha cepTudukatn KMBC og desBpyapu 2025 3anoyHa co mM3gaBarbe Ha
cepTMdUKaTK of reHepaymja 3 — G3. MNpenopaka e Aa r'M MHCTaMpaTe KOPEHCKUTE cepTudUKaTh 1 04,
reHepauuja G2 v og reHepauunja G3.

Op menuto Your Certificates (Cnamka 20), nsbepete ja onuyumjata Manage imported certificates from
Windows (Cnuka 22).

@ Certificate Manager

O Local certificates Your certificates
= Your certificates Client certificates are certificates that identify you to other servers.
\7) Chrome Root Store Windows

View imported certificates from Windows >

| Manage imported certificates from Windows I &

Cnuka 22

Bo npo3opeLoT Koj Ke BM ce oTBOpU, nsbepete ro Tabot Intermediate Certification Authorities u ke
nobuvete nperneg Ha gofdafeHuTe m3gaBadkm ceptudumiratn (Cnmka 23). Co ogbuparse Ha Import,
MOMe Aa gogaBaTe HOBU M34aBayvku cepTuduKaTh Bo AncTaTa.
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103.18 Kako aa 3ano4yHam co

Kopuctewe Ha G3 ceptudukat usgageH og KMBC Ha

PKI TokeH? B.5.0

Intended purpose: <All> ~

Personal  Other PEUpIEI Intermediate Certification Authorities Irusted Root Certificatior 4 | *

Issued To Issued By Expiratio...  Friendly Mame

__qJCOMODO RSA Cod... COMODO RSA Certific.,. 09.05.2028 <Monex

[/DigiCert Global G2 ...  DigiCert Global Root G2 30.03.2031  <None>

_gJDigiCert SHAZ Assu... DigiCert Assured IDR... 22.10.2028 <None>

__aJDigiCert SHAZ2 Secu... DigiCert Global Root CA 23.02,2030  <Monex

__qJ EUS-NTCKEYID-72... Microsoft TPMRootC... 25.10.2028 <MNonex

[5/KIBS EXC KIBS EXC 09.06.2007 <Nome>

[55JKIBS Qualified Certi... KIBS Verba CA 22.02.2020 <MNone>

_gJIC[BS S5LCAZ KIBS Root Certificatio...  26.12.2045  <Mone>

__eJIC[BS TEST CAG3 KIBS Root TEST CA 24.04.2022  <Mone>

Import... Export Remove Advanced
Certificate intended purposes

Close
Cnuka 23

Op, nuctata Ha cepTudunKkatm Bo Google Chrome, ako ro usbepete Tabot Trusted Root Certification
Authorities, ke gobuete npernes Ha goaafeHUTe KopeHcKku ceptnudukatm (Caunka 24). Co oabuparse
Ha Import, moKe Aa AofaBaTe HOBM KOPEHCKU CepTUGUKATKN BO AMCTaTa.

Certificates
Intended purpose: <All> ~
Intermediate Certification Authorities | Trusted Root Certification Authorities Irusbed Publ * | *
Issued To Issued By Expiratio...  Friendly Mame
[SaaA Certificate Ser... AAA Certificate Services  01.01.2029  Sectigo (AAA)
[addTrust External ...  AddTrustExternal CA...  30.05.2020  Sectigo (AddTrust)
_gJBalﬁle’E CyberTru... Baltmore CyberTrust... 13.05.2025 DigiCert Baltimor...
_gJBaIanre CyberTru... Baltmore CyberTrust..., 13.05.2025 <None>
_QJCerb.lm CA Certum CA 11.06.2027 Certum
[SCertum Trusted Ne...  Certum Trusted Netw... 31.12.2023 Certum Trusted ...
[l Certum Trusted Ne...  Certum Trusted Netw... 06.10.2096  Certum Trusted ...
[Z]Class 3 Public Prima... Class 3 Public Primary ... 02.08.2028 Verisign Class 3 ...
[]COMODO RSA Cert... COMODO RSA Certific...  19.01.2033  Sectigo (formerl...
Import... Export... Remove Advanced
Certificate intended purposes
Close
Cnuka 24

6. [Oanu ceptudpukartor og mojot PKI TokeH ce npukaxKysa Bo Mozilla Firefox?

6.1 [opasare Ha PKI TOKeH KaKo CUTypHOCEH ypea

Bo Mozilla Firefox, 3a ga moxe ga npuctanute o cepTuduUKaToT usgageH Ha PKI TokeH, Nokpaj
MHCTaNaumja Ha nocpeaHMYKKM copTBEp onuwaHa Bo Yekop 2.2 og oBa ynatcTeBo, notpebHo e aa ce
npoBepu ganm NoCTomn cUrypHoceH ypes (3aBmMcHo oz Bep3ujata Ha Mozilla Firefox).

Bo noHoswuTe Bep3um Ha Mozilla Firefox, co nHcTanaumja Ha nocpeaHUYKMOT codTBEP, aBTOMATCKU Ce
[04aBa CUrYpHOCEH ypes, HO AOKOKY KOPUCTUTE NocTapa Bep3uja Ha npebapysayoT (npumep Mozilla
Firefox 68.3.0 esr), noTpebHO e CUrypHOCHWOT ypea Ja ce AoAaje, crnopej noctankata BO
NpoAo/IKEHME:
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103.18 Kako ga 3ano4yHam co KopucTere Ha G3 cepTudmkat nsgageH og KMBC Ha PKI TokeH? B.5.0

Oa meHuTO Ha npenuctyBadoT Mozilla Firefox, Bo ropeH aeceH aron nsbepete Options (Cnvka 25):

K
& @ Domioadaich copy o Ficres s

St

oogle
s

MpeGapyeare a Google  Me cnean cpeka

Googie nonya so: English

Open File.. cuho
Cuies
[
O o CrirshifteQ

Cnuka 25

Op, MeHUTO Ha NieBaTa cTpaHa usbepeTe ja onumjata Privacy & Security, a notoa nsbepete Security
Devices (Cnvka 26):

« c @ ) Firefox  aboutipreferences#privacy bx
(@ Your browser is being managed by your organization. Find in Options.
| ANIOW FIrETOX 10 INSTall 3NQ FUN STUCIES V1w FITETOX STudles
Lf General
/| Allow Firefox to make personalized extension recommendations Learmn more
@ Home 7
Allow Firefox to send backlogged crash reports on your behalf Learn more

Q_ search

Security

~

S - .
L7 e Deceptive Content and Dangerous Software Protection
/| Block dangerous and deceptive content Learn mare

| Block dangerous downloads

/| Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate
Select one automatically

@ Askyou every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
®  Extensions & Themes Security Devices...

@ Firefox Support

Cnuka 26

Bo cnegHuoT nposoped, KAMkHeTe Ha Load (Canka 27):

Device Manager X

Security Modules and Devices Details Value
+ NSS Internal PKCS #11 Module
Generic Crypto Services

Software Security Device

NSS Builtin Objects

ok

Cnuka 27

Bo HoBuoT npo3opel, Bo noseto Module Name BHeceTe ,,eToken” 1 KnnkHeTe Browse (Cnanka 28) 3a
[a ja HajaeTe noTpebHaTa gaToTeka.

12/17



103.18 Kako ga 3ano4yHam co KopucTere Ha G3 cepTudmkat nsgageH og KMBC Ha PKI TokeH? B.5.0

@ Load PKCS#11 Device Driver

Enter the information for the module you want to add.

Module Name eToken

Module filename Browse...

OK Cancel

Cnuka 28

JaToTekara ce Haofa Ha naTeka:

C:\Program Files (x86)\Gemalto\IDGo 800 PKCS#11 (3a 64-6UTHWN onepaTUBHU CUCTEMMU), U/
Ha

C:\Program Files\Gemalto\IDGo 800 PKCS#11 (3a 32-6UTHM onepaTUBHM CUCTEMM).
Cenektunpajte ja patortekata IDPrimePKCS11.dll 3a 32-6utHa Bep3unja Ha Mozilla Firefox (unu

IDPrimePKCS1164.dll 3a 64-6uTHa Bep3unja Ha Mozilla Firefox) u knukHeTe Open (Cnnka 29), a noToa
KankHeTe OK (Cnumka 30).

@ o
& LA « Gemalto » 1DGo 800 PKCS#11 v el
Organize ~ New folder =- 0O @
Sigurnost i zasti Name Jate modified Type Size
[%) IDPrimepKCST1.011 0.2024 20:31 Application extens
[ xiBS AD Skopje 'w IDPrimePKCS1164.d1l 10.10.2024 20:25 Application extens.. 31KB
~ M This PC
(] |
> wi DATA (D)
File name: | IDPrimePKCS1164.d11 All Files ()
Cnuka 29

Enter the information for the module you want to add.

Module Name eToken

Module filename  C\Program Files (x86)\Ge Browse...

OK Cancel

Cnuka 30

BawwoT PKI TOKeH cera e goaaneH Kako CUTypHOCEH ypea 1 ce NojaByBa BO /IMCTaTa 0/, ieBaTa cTpaHa
Ha npo3opeuoT (Canka 31):
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103.18 Kako ga 3ano4yHam co KopucTere Ha G3 cepTudmkat nsgageH og KMBC Ha PKI TokeH? B.5.0

&« cC o [5]; about;preferencesprivacy w moe =
@ Getting Started 8 Adacom Control Center BT} Adacom Xantw crpanm

Device Manager X

ity Modules and Device
~ NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device
~ Builtin Roots Module Load
NSS Builtin Objects
~ eTaken

Gemalto USB SmartCard Reader 0

Cnuka 31

6.2 TMpoBepKa ganu ceptudurKaToT ce npuKaxkyea Bo Mozilla Firefox

Mpuknyyete ro PKI TOKEHOT BO KOMMjyTEPOT M OTBOPETE ro MHTEepHeT npebapysayoT Mozilla Firefox.
Opf, MeHMTO BO FOPHMOT AeceH aron nsbepete Settings, kKako Ha CamKa 32:

B | G Googl x|+ v - o x
« c @ O B hipe/hmmgooghrodk g e ¢ aE]
Syne and save data SignIn

New privote indow Crl-ShiftsP
Bookmarks >
History >
Downloads Ctie)
Passwards

Print...

Save page 85

¢ Findinpage. Cirinf
Translate page..
Zoom -+ S

More tools >

Tpetapyeare Ha Google Me cneam cpeka

Google nowynm so: English

Repont broken site

Help

Exit trl+Shift=Q

Cnuka 32

Op, MeHUTO Ha fieBaTa CTpaHa usbepeTe ja onuujata Privacy & Security, a notoa Konyeto View
certificates, kako Ha Cnvka 33:

B G Google X | 883 Settings X+ v = o o
<« C o @ Firefox  aboutipreferences#privacy Il & o =
@ Your browser is being managed by your > Find in Settings

€83 General
o Security
ome

Deceptive Content and Dangerous Software Protection

Q_ search
Block dangerous and deceptive content Learn more

(5 Privacy & Security Block dangerous downloads

Q sync Warn you about unwanted and uncommon software

Firefox Labs
Certificates

[ wore from Mozilla Query OCSP responder servers to confirm the current validity of
certificates

Security Devices...

Allow Firefox to automatically trust third-party root certificates you install Learn more

Cnuka 33
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103.18 Kako aa 3ano4yHam co Kopucterbe Ha G3 ceptudmKkaTt nsgaaeH on KUBC Ha PKI TokeH? 8.5.0

Bo npo3opeLoT 3a BHecyBabe 103MHKa (CnuKa 34) He BHeCyBajTe HULITO, camo KauKHeTe Ha Cancel:

@ Password Required - Moazilla Firefox X

@ Please enter the password for the PKCS#11 token |1 ™
Sign in I Cancel I

Cnuka 34

Ke pobuete nposopel, Kako Ha Canka 35, kage Bo TaboT Your certificates ce npukaxysa fnctaTa Ha
NHCTaNIMpaHu cepTuduKaTy.

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

‘You have certificates from these organizations that identify you

. Certificate Name | Security Dewi... | Serial Number \ Expires On \ =
v 96b753a9-52f2-4ee1-alal..
96b753a9-52f2-4ee1-al... OS Client Cert T... 59:20:62:48:24:F0... Tuesday, Septem...
~ ADACOM S.A.
LILE GAGOVSKA-MPKI ... OS Client Cert T... 3A:2C:FA:4T:EA9... Saturday, August...

~ KIBS AD Skopje

Isidora Martinovska Isidora Martinov... 3F:1B:39:06:69:8E... Wednesday, Apri...
View... Backup... Backup All... Import... Delete...
|
Cnuka 35

[okonky oabepete cepTuduKat oa ancrata u ro nsbepete konveto View (Camka 36), ke ru Buanute
KapaKTepucTUKMTe 3a U3bpaHuoT ceptudukar (Camka 37).

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

. Certificate Name Security Devi... ‘ Serial Number Expires On "B .
~ 96b753a9-5212-4eel-ala’...
96b753a9-52f2-4ee’-al... OS Client Cert T... 59:20:62:48:24:F0... Tuesday, Septem...
~ ADACOM S.A.
LILE GAGOVSKA-MPKI ... OS Client Cert T... 3A:2C:FA:4T:EA9... Saturday, August...

AD Skopie

Isidora Martinovska Isidora Martinov... 3F:1B:39:06:69:8E... Wednesday, Apri...

Backup... Backup All... Import... Delete...

Cnuka 36
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103.18 Kako ga 3ano4yHam co KopucTere Ha G3 cepTudmkat nsgageH og KMBC Ha PKI TokeH? B.5.0

Certificate

Isidora Martinovska KIBSTrust Issuing Qsig CA G2 KIBSTrust Root CA G2

Subject Name

Country MK
Serial Number 226152
Martinovska
Isidora
Common Name  Isidora Martinovska

Issuer Name

Country MK
Organization  KIBS AD Skopje
Organizational Unit  KIBSTrust Services
NTRMK-5529581
Common Name KIBSTrust Issuing Qsig CA G2

Validity

Not Before  Tue, 16 Apr 2024 10:38:07 GMT
Not After  Wed, 16 Apr 2025 10:38:06 GMT

Subject Alt Names

Email Address  isidora.martinovska@kibs.mk

Public Key Info

Algorithm  RSA
KeySize 2048
Exponent 65537
Modulus  D5:88:AC46:87:A8:3C:C40E:6CBATCCCAGFSS:BC:H767:C3B6:28:8B:D7:69

Cnuka 37

6.3 Kako ga uHcTanupam KopeHcku ceptudukatm Bo Mozilla Firefox?

KopeHckuTe cepTudumkati Ha nsgasaydot KIBSTrust morkeTe Aa ru npesemete o cekunjata KopeHcku
ceptudurKaTh o4 cneaHMoT InHK: https://www.kibstrust.com/mk-MK/Home/Support/.
— [JoKonKy BaWmMOT cepTUUKAT e M3gaaeH o reHepaumja G2, npesemeTe r'm KopeHcknoT (Root)
ceptudukat KIBSTrust Root CA G2 u nspasaukute (Issuing) ceptuduratu: KIBSTrust Issuing
Qsig CA G2 n KIBSTrust Issuing Qseal CA G2. latotekuTte rootg2.crt, CA-gSig-G2.crt u CA-qSeal-
G2.crt 3a4yBajTe r'v JIOKA/HO Ha BAWMOT KOMMjyTep.
— [JoKonky BawmMoT cepTUOUKAT e M3gaaeH o reHepaumja G3, npesemeTe rm KopeHcknoT (Root)
ceptndumrat KIBSTrust Root CA G2 u mnsgasaykute (Issuing) ceptudumratu: KIBSTrust Issuing
Qsig CA G3 u KIBSTrust Issuing Qseal CA G3. [datoTekuTe rootg2.crt,
KIBSTrustlssuingQsigCAG3.crt n KIBSTrustlssuingQsealCAG3.crt 3a4yBajTe M J0KanHO Ha
BaLLMOT KOMMjyTep.

MNojacHyBare: M3pgaBayoT Ha ceptudukatn KUBC op despyapn 2025 3anoyHa co M3aaBarbe Ha
cepTnduKath o reHepaumja 3 — G3. Npenopaka e Aa M UHCTanpaTe KOPEHCKUTE CePTUPUKATK U 04,
reHepaumja G2 v og reHepaunja G3.

Bo npebapysayot Mozilla Firefox, Bo Certificate Manager, Bo TaboT Authorities, co KNMKHyBatbe Ha
Konuyeto Import moxe fa rv 4o4afeTe KOPEHCKUTE CePTUPUKATU, NPe3eMeHM Of, ropeHaBegeHNTe
NnHKoBM (Cnnka 38):
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Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

‘You have certificates on file that identify these certificate authorities

Certificate Name | Security Device \

a

KIBSTrust Issuing Test CA for e-Signatures QS Client Cert Token

KIBSTrust Issuing Test CA Qseal G3 05 Client Cert Token
KIBSTrust Issuing Qseal CA G2 05 Client Cert Token
KIBSTrust Issuing Qseal CA G3 OS5 Client Cert Token
KIBSTrust Issuing Test CA for e-Seals OS5 Client Cert Token
KIBSTrust Root CA G1 OS5 Client Cert Token
View... Edit Trust... Import... Export... Delete or Distrust...
7 |
Cnuka 38

MocTtankara 3a MHCTa.ﬂaLl,VIja Ha KOpPeHCKH CepTMd)VIKaTM noaetazHoO e onnwaHa BO cnhegHOoTo
ynaTtcTBo: KaKo Aa MHCTA/IMpam KOPEHCKU cepTndumkatn?

k %k 3k
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